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U.S. Department of Labor Updates Cybersecurity Guidance for
ALL Employee Benefit Plans

On September 6, 2024, the U.S. Department of Labor (“DOL”) issued new guidance to help plan
sponsors and fiduciaries safeguard plan-related data. The new guidance also clarifies that the
DOL’s cybersecurity guidance applies to all employee benefit plans, not just retirement plans.

Background

As discussed in our prior Client Alert, in 2021 the DOL issued a Compliance Assistance Release
to provide cybersecurity best practices for plan sponsors, fiduciaries, recordkeepers and plan
participants. Since then, health and welfare plan service providers have told DOL investigators that
the 2021 guidance only applies to retirement plans. To address that issue, the DOL issued a new
Compliance Assistance Release to clarify that its cybersecurity guidance applies to all employee
benefit plans subject to ERISA, including health and welfare and pension plans.

Cybersecurity Guidance

The Compliance Assistance Release focuses on three areas: tips for hiring service providers,
cybersecurity program best practices, and online security tips for plan participants. While our prior
Client Alert provides additional details, key tips include the following.

Best practices for hiring service providers include:

e Asking about the service provider’s information security standards.

e Asking how a service provider validates its practices.

e Evaluating the service provider’s track record in the industry.

e Asking whether the service provider has experienced past security breaches.

e  Confirming the service provider has insurance policies that would cover losses caused by
cybersecurity and identity theft breaches.
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Cybersecurity program best practices include:

e Having a formal, well-documented cybersecurity program.

e Conducting prudent annual risk assessments.

e Having a reliable annual third-party audit of security controls.

e Clearly defining and assigning information security roles and responsibilities.

e Having strong access control procedures.

e  Ensuring that any assets or data stored in a cloud or managed by a third-party service provider
are subject to appropriate security reviews and independent security assessments.

e Conducting periodic cybersecurity awareness training.

e Implementing and managing a secure system development life cycle (SDLC) program.

e Having an effective business resiliency program addressing business continuity, disaster
recovery, and incident response.

e Encrypting sensitive data, stored and in transit.

e Implementing strong technical controls in accordance with best security practices.

e Appropriately responding to any past cybersecurity incidents.

Next Steps

The DOL's new Compliance Assistance Release suggests that the DOL will increase its focus on
data privacy/security issues when conducting audits or investigations on all employee benefit
plans. We have already seen this activity with retirement plans, and we expect to see much
more activity with respect to health and welfare plans. To help address cybersecurity issues, plan
sponsors and fiduciaries should:

e Require all service providers to provide details on their information security practices and
independent audits confirming compliance.

e Require service providers to agree to data privacy/security requirements in their service
agreements, including provisions relating to breach naotifications and mitigation.

e Ensure service provider contracts include insurance and indemnification obligations relating to
data privacy and security breaches and incidents.

e Periodically review service providers’ compliance with their agreements and document that
process.

* Prepare, document, implement, and periodically review and update cybersecurity policies,
procedures, and programs for all employee benefit plans.

e Provide periodic training to all employees on privacy and security best practices.

If you have questions about the cybersecurity guidance or the compliance obligations created
by the guidance, please contact a member of Kutak Rock’s Employee Benefits and Executive
Compensation practice group.
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