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By Thomas J. Kenny1 

Introduction 

In October 1998, the Department of Health and Human Services Office of Inspector General (the "OIG") introduced a Provider Self-Disclosure Protocol (the "Protocol") describing a mechanism for health care providers to accept the OIG's oft-issued invitation to disclose potential criminal violations of the law.2    The Protocol outlines how the OIG will review and treat voluntary disclosures, and offers some explanation (but no legally binding commitment) as to how the OIG will exercise its enforcement discretion.  Although the OIG promises nothing to those who participate in the selfdisclosure program, the agency implies that those who closely adhere to the Protocol will be treated more favorably and that the violation disclosed will be resolved more expeditiously.3  Prior to disclosing any information to the OIG, however, health care providers should consider the possibility that a court may find any disclosure to be a waiver of the attorney-client privilege as to all matters relating to the disclosed information.4 

This article analyzes the OIG Protocol and the impact a voluntary disclosure may have on the disclosing provider's attorney-client privilege.  It summarizes the OIG self-disclosure Protocol, the attorney-client privilege and the waiver doctrine, including the concepts of subject-matter waiver and selective waiver.  The article also recommends mechanisms for retaining some vestige of the attorney-client privilege while participating in the OIG's voluntary disclosure program.  

Summary of the OIG's Provider SelfDisclosure Protocol 

On October 30, 1998 the OIG published a Provider Self-Disclosure Protocol. 5  The Protocol offered specific steps a health care provider should undertake if it wishes to cooperate with the OIG "to efficiently quantify a particular problem and, ultimately, promote a higher level of ethical and lawful conduct throughout the health care industry."6   Included in the Protocol is detailed guidance on how to investigate the matter and comprehensive instructions on what information should be disclosed to the OIG. 7  The Protocol states that a provider may choose to follow some of the Protocol's elements and not others, but that providers who closely follow the Protocol will expedite final resolution of the matter and are more likely to receive favorable treatment from the OIG.8  

The Protocol is available to all health care providers, whether individuals or entities.  The OIG states that the Protocol is intended to facilitate resolution of matters that involve potential violations of federal criminal, civil or administrative laws.9  In order to participate in the program, the provider is expected to disclose specific information regarding the potential violation and to engage in self-evaluative steps to identify and remedy the violation. 10 

The Protocol provides that an initial disclosure should be made in writing and submitted to the OIG.11  In addition to basic background information on the provider, the initial disclosure should contain: 

[a] full description of the nature of the matter being disclosed, including the type of claim, transaction giving rise to the matter, the names of entities and individuals believed to be implicated and an explanation of their roles in the matter, and the relevant periods involved.12  

The initial disclosure should also contain the reasons why a violation may have occurred and whether the matter being disclosed is under "current inquiry by a Government agency or contractor."13  Finally, the initial disclosure should contain a certification by the provider that the disclosure contains truthful information and "is based on a good faith effort to bring the matter to the Government's attention for the purpose of resolving any potential liabilities to the Government."14  

Once the initial disclosure is made, the Protocol directs the provider to conduct an internal investigation and a self-assessment, and to disclose the findings of these internal reviews to the OIG. 15  The Protocol adds that the matter cannot be fully resolved until this comprehensive internal review and self-assessment is accomplished and the results are reported to the OIG.16  The self-assessment report should include the following information: 

1. The possible causes of the incident; 

2. A detailed description of the incident, including how the conduct arose and continued; 

3. The departments, branches, divisions or related entities involved; 

4. The "impact on, and risks to, health, safety or quality of care created by the matter disclosed"; 

5. The period in which the practice took place; 

6. The names of "corporate officials, employees or agents who knew of, encouraged, or participated in, the incident or practice and any individuals who may have been involved in detecting the matter"; 

7. The names of "corporate officials, employees or agents who should have known of, but failed to detect, the incident or practice based on their job descriptions"; 

8. Estimates of the monetary impact of the incident on Federal health care programs.17 

In addition to the self-assessment report, the provider should prepare a subsequent internal investigation report to the OIG which explains "the circumstances under which the disclosed matter was discovered and fully documents the measures taken upon discovery to address the problem and prevent future abuses."18  In order to provide this information adequately, the OIG advises that the internal investigation report should include: 

1. A description of how the incident was identified and the information that led to its discovery; 

2. A description of the provider's efforts to investigate and document the matter; 

3. A chronology of the investigative steps taken, including: 

(a) A list of all individuals interviewed, along with their positions, and a list of those refusing to be interviewed and the reasons cited for their refusal. 

(b) A description of all documents and records reviewed during the investigation. 

(c) "A summary of auditing activity undertaken and a summary of the documents relied upon in support of the estimation of losses";  

4. A description of the actions taken by the provider to stop the illegal activity; 

5. A description of any related health care entities affected by the conduct and a description of all efforts taken to prevent the recurrence of the incident; 

6. A description of any disciplinary action taken against any corporate officials or employees as a result of the incident; 

7. A description of "the appropriate notices, if applicable, provided to other Government agencies."19 

Finally, the internal investigation report must include the provider's certification that the report contains "truthful information and is based on a good faith effort to assist the OIG in its inquiry and verification of the disclosed matter."20 

The Protocol describes that, after the initial disclosure and the submission of the self-assessment and internal investigation reports, the OIG will begin the process of verifying the disclosed information.21  The Protocol states that the extent of the verification process will largely depend on the quality and thoroughness of the reports provided to the OIG.22   

The Protocol states that the "diligent and good faith cooperation" of the disclosing entity is essential throughout the entire process.23  Thus, the OIG expects "to receive documents and information from the entity that relate to the disclosed matter without the need to resort to compulsory methods.  A lack of cooperation or the failure to act in good faith will be considered an aggravating factor when the OIG attempts to resolve the incident."24  However, as noted, even full compliance with the Protocol is no guarantee that the OIG will provide lenient treatment to the provider.25   The OIG is not bound by the findings of the disclosing provider and is "not obligated to resolve the matter in any particular manner."26  The Protocol states that "upon review of the provider's disclosure submission and/or reports, the OIG may conclude that the disclosed matter warrants a referral to the DOJ for consideration under its civil and/or criminal authorities." 27 

The Protocol represents a device for health care providers involved in criminal conduct to attempt to quickly remedy the violation and attempt to avoid potentially ruinous legal sanction, such as criminal indictment or exclusion from the Medicare or Medicaid programs.  However, the Protocol contains no commitment by the OIG that the disclosing provider will be treated more leniently.  Although the Protocol does not discuss the potential legal exposure to employees of the provider, the OIG may refer information it receives to the Department of Justice for criminal prosecution, and the DOJ remains free to prosecute criminally both the disclosing provider itself, or any employees responsible for the conduct disclosed.  Indeed, a health care provider may disclose to the government much of the evidence necessary to a successful prosecution of the corporate entity or its employees.  Similarly, the disclosure may waive the attorney-client privilege as to the matters disclosed and thereby further expose the provider to civil liability from DOJ or third parties as well.  In the event that the OIG or DOJ decides to prosecute the provider or its employees in spite of the disclosure, a waiver of applicable privileges would be devastating and cripple the provider's attempts to defend any litigation commenced by the government.  Given the risks involved, it is important to consider all ramifications of a disclosure, including a potential waiver of all applicable privileges. 

With regard to evidentiary privileges ordinarily available to corporations and individuals, the Protocol provides that "[i]n order to facilitate the OIG's verification and validation processes, the OIG must have access to all audit work papers and other supporting documents without the assertion of privileges or limitations on the information produced."28  The OIG's insistence on waiver of privileges poses serious problems for any provider, as addressed below. 

Summary of the Attorney-Client Privilege and the Waiver Doctrine 

Facing the "corporate death sentence" of exclusion, and in light of the incentives to cooperate found in the Federal Sentencing Guidelines and in the False Claims Act, health care entities are increasingly attempting to resolve their differences with the government through cooperation and disclosure of information that would otherwise be withheld by assertion of the attorney-client privilege.  While voluntary disclosure could be helpful in resolving a criminal matter quickly, the entity should consider that a court might later find that a disclosure under the Protocol would operate as a waiver of the attorney-client privilege as to all related matters.29  Such waiver could create additional exposure to the disclosing entity (to private civil litigants or otherwise), could disable the provider in the event the OIG does not resolve the disclosed matter appropriately, and could open current or former employees to full prosecution. 

The attorney-client privilege is designed to promote full and complete communication between counsel and the client.30  In Upjohn, the Supreme Court stated that the attorney-client privilege encourages "full and frank communication between attorneys and their clients and thereby promote[s] broader public interests in the observance of law and administration of justice."31  The elements of the attorney-client privilege generally include: 

1. The communication of information between a client and his or her attorney; 

2. The seeking of legal advice by the client as the purpose for the communication; 

3. The existence of circumstances which would reasonably lead one to believe that the communication was made in confidence.32 

The key element of the attorney-client privilege is the expectation that the client's communications to the attorney will be kept confidential.33  Indeed, the attorney-client privilege was established to "protect confidential communications, to assure the client that any statements he makes in seeking legal advice will be kept strictly confidential between him and his attorney; in effect, to protect the attorney-client relationship." 34 

Because the underlying rationale for the privilege is confidentiality, courts have held that the voluntary disclosure of otherwise privileged communications to third parties constitutes a waiver of the attorney-client privilege. 35  Thus, there is a risk that a party entering a voluntary disclosure program with the government, such as the OIG's Protocol, will waive the protections of the attorney-client privilege by disclosing confidential information and material collected during an investigation to the government.36 In fact, most courts that have addressed the impact of a disclosure to the government, even as part of a voluntary disclosure program, have held that it operates as a complete waiver of the protection of the attorney-client privilege as to all third parties. 37  Thus, according to decisions outside the heath care industry, the health care provider may be unable to subsequently prevent third parties from obtaining privileged information by asserting the attorney-client privilege. 

In Westinghouse, the Republic of the Philippines ("Republic") and its National Power Corporation ("NPC") alleged that Westinghouse obtained a power plant contract by illegally bribing and tortiously interfering with the fiduciary duties of the president of the Republic.38  During discovery, the Republic sought the production of internal investigation reports that Westinghouse had conducted and turned over to the SEC and the DOJ while cooperating with their investigations.39  Westinghouse, relying on the SEC's confidentiality regulations, a nondisclosure agreement with the DOJ, and the Eighth Circuit's holding in Diversified v. Meredith, claimed that the internal reports were still covered by the attorney-client privilege and work product doctrine.40  The court rejected Westinghouse's argument that "it did not waive the privilege because it reasonably expected that the SEC and the DOJ would maintain the confidentiality of the information that it disclosed to them."41   The court relied on the traditional waiver doctrine, which provides that disclosure to third parties waives the attorney-client privilege.42  Reasoning that the adoption of an exception to the traditional waiver rule for disclosure made to government agencies would not serve the interests underlying the privilege, the court found that Westinghouse had waived the privilege:43 "[t]he client cannot be permitted to pick and choose among his opponents, waiving the privilege for some and resurrecting the claim of confidentiality to obstruct others, or to invoke the privilege as to communications whose confidentiality he has already compromised for his own benefit." 44 

Similarly, in Permian, the Court of Appeals for the D.C. Circuit held that the disclosure of privileged documents to the SEC by Occidental waived the attorney-client privilege as to these documents.45 In an unrelated investigation, the Department of Energy sought the production of documents that had been disclosed to the SEC.  Occidental objected to the release of the documents to the Department of Energy, but the court found that they must be produced because the attorney-client privilege had been waived. 46  The court stated that "voluntary cooperation with a government investigation may be a laudable activity, but it is hard to understand how such conduct improves the attorney-client relationship." 47  Noting that Occidental had been willing to sacrifice confidentiality for its own benefit in disclosing the information to the SEC while later asserting the secrecy of the attorney client-privilege as to the same information, the court held that "[t]he attorney-client privilege is not designed for such tactical employment."48 

Notably, the Eighth Circuit has held that disclosures to the government, in connection with a SEC investigation, act only as a limited waiver of the attorney-client privilege.49 In Diversified, the corporation voluntarily disclosed to the SEC material that had been collected during an internal investigation and was encompassed by the attorney-client privilege.50  The court, sitting en banc, ruled that the waiver of the attorney-client privilege was limited to the SEC51 and did not operate as a waiver to the world.  

Under the "selective waiver theory" articulated in Diversified, a court may find that the attorney-client privilege would be waived as to the agency that receives the information, but the privilege would be maintained as to all other third parties, including other government agencies. 52  The court based its decision on the public policy goal of encouraging cooperation with the government.53  The court stated that "to hold otherwise may have the effect of thwarting the developing procedure of corporations to employ independent outside counsel to investigate and advise them in order to protect stockholders, potential stockholders and customers."54  Importantly, the Eighth Circuit has continued to apply this selective waiver theory, even though all other circuits to consider the issue have explicitly rejected it.55 

Most courts have rejected the Eighth Circuit's holding in Diversified by finding that the selective waiver rule is inconsistent with the underlying basis for the attorney-client privilege.56  In Permian , the District of Columbia Circuit reasoned that: 

[t]he Eighth Circuit's "limited waiver" rule has little to do with this confidential link between the client and his legal advisor.  Voluntary cooperation with government investigators may be a laudable activity, but it is hard to understand how such conduct improves the attorney-client relationship.  If the client feels the need to keep his communications with his attorney confidential, he is free to do so under traditional rules by consistently asserting the privilege, even when the discovery comes from a friendly agency . . . .  The client cannot be permitted to pick and choose among his opponents, waiving the privilege for some and resurrecting the claim of confidentiality to obstruct others, or to invoke the privilege as to communications whose confidentiality he has already compromised for his own benefit.57 

As these cases illustrate, participation in programs such as the OIG Protocol clearly jeopardizes the disclosing entity's privilege, and could seriously undermine its efforts to defend itself or its employees either in the event of subsequent prosecution, or in related litigation with private litigants.  

Moreover, the waiver of the attorney-client privilege may not be specifically limited to the precise confidential communications that are disclosed to the government.  In jurisdictions where voluntary disclosures act as a waiver of attorney-client privilege, the waiver may be—under the "subject matter waiver theory"—treated as an "all or nothing" proposition.58  Under the subject matter waiver theory, where a person has voluntarily disclosed some, but not all, information on a particular subject matter, the attorney-client privilege will be waived as to all information related to that same subject matter.59  

In In re Sealed Case, a party was a target of a grand jury investigation into the allegation that he and others conspired to engage in a commercial transaction with the Libyan government in violation of federal law.60  The party and his counsel agreed to meet with an Assistant United States Attorney as part of a plea offer.61  The party admitted to the U.S. attorney that he and his counsel had met to discuss a proposed deal with the Libyan government.62  The party did not assert the attorney-client privilege regarding his discussions with his counsel and, in fact, discussed them in detail.63 Later the grand jury issued a subpoena to the party to seek information relating to matters that the party had disclosed in his plea discussions. 64  The court held that the waiver of the attorney-client privilege extended to "all other communications relating to the same subject matter." 65  Thus, the party was compelled to produce all information that was related to the matters disclosed in his plea discussions.66 

As the above decisions illustrate, the protections normally afforded by the attorney-client privilege may be waived by participation in the OIG Protocol.  Upon disclosing privileged data to the OIG, the provider may not only lose the ability to protect the information disclosed to the OIG but may waive the privilege as to all communications on that same subject matter. 

Mechanisms for Retaining the attorney-client Privilege 

While Participating in the Voluntary Disclosure Program 

 Significant doubt exists as to whether the attorney-client privilege would survive a disclosure to the OIG under the Protocol, at least outside the Eighth Circuit.  Once a disclosure is made to the agency, the traditional rule is that the privilege is waived as to all parties, even if the agency agrees not to disclose the information to anyone else.67  A significant number of courts have found that voluntary disclosure to a government agency operates as a waiver even if the parties entered into an express agreement with the government.68  Indeed, even if the parties enter into a nondisclosure agreement, and "the disclosing party requires, as a condition of disclosure, that the recipient maintain the materials in confidence, this agreement does not prevent the disclosure from constituting a waiver of the privilege; it merely obligates the recipient to comply with the terms of any confidentiality agreement."69   

In Westinghouse, Westinghouse entered into a confidentiality agreement with the DOJ and then disclosed various documents to the DOJ.70  Subsequently, when the Republic sought these documents by issuing a subpoena in a civil lawsuit, Westinghouse refused to turn them over, arguing that the attorney-client privilege was still applicable because it had an expectation that the document would be kept confidential.71  The Third Circuit rejected this argument, stating that "[e]ven though the DOJ apparently agreed not to disclose the information, under the traditional waiver doctrine a voluntary disclosure to a third party waives the attorney-client privilege even if the third party agrees not to disclose the communications to anyone else."72  Thus, a party should realize the limitations on the protection offered by any nondisclosure agreement. 

Nonetheless, some have argued that the courts are less likely to find that a waiver has occurred when the party has a written confidentiality agreement with the government.73  One commentator has suggested that a provider should require the government to agree not to disclose information provided as part of a voluntary disclosure and to agree to limit disclosure to the agency that receives it.74 

While these suggestions may apply in the context of disclosures to other government agencies, it is doubtful that they will limit the disclosures made by the OIG or preserve the attorney-client privilege outside the Eighth Circuit.  In fact, the Protocol explicitly reserves the OIG's right to disclose the information to other agencies, including the Justice Department.  Furthermore, the Protocol suggests that the OIG will seek waiver of the attorney-client privilege in appropriate cases. 

Although it is possible to request a representation that the disclosures cannot be produced under the Freedom of Information Act (the "FOIA"), a party should not rely on the confidentiality regulations of the FOIA.75  Courts have made it clear that these confidentiality provisions, by themselves, are not adequate to ensure that the information will be kept confidential and that they would not preclude a privilege waiver.76  Nonetheless, parties can take precautions to limit the possibility of disclosure by the government pursuant to the FOIA.77  First, any documents that are submitted to the government should be stamped as follows: "This document contains commercial or financial information which is privileged and confidential and is protected from disclosure pursuant to 5 U.S.C. § 552(b)(4).  It also contains information compiled for law enforcement purposes and is protected from disclosure pursuant to 5 U.S.C. § 552(b)(7)(A)."78   Further, every time that documents are submitted to the government, a cover letter should remind the agency that the documents contain "confidential, proprietary, and law enforcement information" and that the documents are not to be disclosed to any third parties upon receipt of a FOIA request.79  It is important to note that even if a third party is unable to get the information through the FOIA, it can still claim that the privilege was waived and may be able to get the information through discovery.80  

Conclusion 

Due to the recent introduction of the Provider Self-Disclosure Protocol, many health care providers who might have been involved in criminal activity will have the opportunity to decide whether to cooperate with the OIG in resolving the matter.81   The Protocol includes making an initial disclosure to the OIG followed by an intensive investigation and audit of the incident and further reporting to the OIG.82  Although the Protocol is not mandatory, those entities that closely follow the Protocol may have the matter resolved in a more expeditious manner and may receive more lenient treatment than if the conduct were discovered by the government independently.83  However, there is no guarantee or requirement that the OIG give favored treatment to a party who follows the Protocol.84  In fact, the OIG reserves the right to refer the matter to the Department of Justice for civil or criminal prosecution.85 

Prior to entering the OIG voluntary disclosure program, a health care provider should evaluate the variety of risks created by following the self-disclosure Protocol.86  The primary risk is that the government will not afford the disclosing party lenient treatment and that, by disclosing confidential information, the entity will essentially furnish the government the evidence needed to successfully prosecute it and its employees.  Another serious risk is that, by disclosing confidential information collected during an investigation to the government, the organization will waive the protections of the attorney-client privilege as to the matters disclosed, and all matters on the same subject.87  Aside from the Eighth Circuit, courts that have considered this issue have found that the voluntary disclosure of information to the government constitutes a waiver of the attorney-client privilege to the world, even if the disclosure comes as a result of the entity's participation in a selfdisclosure program.88   Additionally, under the subject matter waiver theory, these courts have held that the attorney-client privilege is waived, not only as to the information disclosed, but as to all related matters as well.89 

The Eighth Circuit stands alone in holding that a disclosure to the government of otherwise privileged material acts only as a limited or selective waiver of the attorney-client privilege.90   Under the selective waiver theory, the attorney-client privilege is waived only as to the agency to which the disclosure is made and is retained as to all other third parties, including other government agencies.91  The Eighth Circuit has adopted the selective waiver theory based primarily on the public policy interest furthered by promoting voluntary cooperation with the government.92 

Regardless of the jurisdiction, health care providers considering participation in the OIG self-disclosure program should do so cautiously, after a great deal of consideration of the possible repercussions.  Providers who believe that the potential exposure created by the possible waiver of the attorney-client privilege outweighs any benefits that may accrue may decide not to follow the OIG self-disclosure Protocol, or not follow all elements of it.  In this regard, the OIG suggests that all elements of the Protocol need not be satisfied in every case.  In the event, however, that a provider chooses not to waive all privileges as the OIG encourages, it should be prepared to provide a carefully reasoned explanation, and one consistent with the overall purposes of voluntary disclosure. 

A provider may also wish to consider steps to minimize the risk of a full privilege waiver.  For example, the many providers with multiple offices and activities nationwide may consider whether to develop an argument, including through discussions with the OIG, that the disclosure will be deemed to have been made in the Eighth Circuit, or seek agreement that the law of that court will apply to any privilege challenge.  While this strategy will ultimately be subject to applicable choice of law considerations, it may be worthwhile in some cases. 

Providers may also attempt to limit the risk of a subject matter waiver.  Although the law of subject matter waiver varies by jurisdiction, it may be productive to evaluate the factors considered in the given jurisdiction, and structure the voluntary disclosure to minimize the likelihood of a full subject matter waiver. 

Disclosure of an employee's confidential information raises a number of complex issues, including potential legal exposure to that employee.  In conducting the internal investigation required by the Protocol, it is important that the provider's counsel make clear to employees it interviews that the privilege belongs to the employer, not the employee.  If this point is not made clear to the employee, and he or she believes the interviewing counsel represented him or her individually, the employee could claim that his or her rights were violated by a later disclosure of the interview to the government.  While analysis of the rights of an employee against a provider in this scenario is beyond the scope of this article, the disclosing provider must evaluate the fairness and appropriateness of such a disclosure.  In some cases, the provider may consider advising the OIG at the outset that it will disclose employee interviews only with their consent. 

Depending on the nature of the disclosure, other strategies should be considered that may protect the attorney-client privilege, or certain aspects of it, in the context of a voluntary disclosure.  Careful advance evaluation of the risks to the provider may prevent serious exposure in the future. 

The OIG self-disclosure Protocol has the potential to benefit health care providers who have been involved in illegal conduct.  The possibility of receiving favorable treatment from the OIG and of having the matter resolved in a collaborative manner that avoids administrative exclusion is a powerful inducement for health care providers.  However, the attendant risks must also be carefully analyzed before deciding to follow the Protocol.  Only after a thorough review of the risks and benefits presented by the particular circumstances of an individual case should a health care provider make a decision as to whether to follow the OIG Protocol. 
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