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EXECUTIVE SUMMARY 

On August 21, 1996, President Clinton approved the Health Insurance Portability and Accountability Act of 1996, better known as the Kennedy​Kassebaum Bill (hereinafter, the "Act"). The Act makes sweeping changes to federal health care law, primarily by drastically strengthening the already powerful array of enforcement tools available to federal prosecutors and regulators. Among other things, the Act greatly enhances the government's ability to attack health care fraud with civil, criminal, and administrative sanctions and seeks to improve the coordination among state and federal enforcement agencies. 

The Act significantly increases civil penalties and assessments and adds new grounds of civil liability against providers. It subjects officers, managers, and investors in excluded entities to civil penalties and expands the scope of civil penalties to all government operated and financed health care. 

In the criminal arena, the Act creates a new exception to the anti​kickback law for risk​sharing arrangements and creates several new health care crimes. It further expands the enforcement tools available to criminal prosecutors by, for example, specifically adapting criminal forfeiture statutes to health care offenses and authorizing the Attorney General to seek injunctions against existing or imminent health care offenses. In addition, the Act supplies new subpoena authority for health care​related investigations. 

Administratively, the Act strengthens the exclusion authority available to the Department of Health and Human Services ("HHS"); those convicted of a felony with regard to any health care program operated by any level of government or a felony with regard to a controlled substance are now subject to mandatory exclusion. Officers, managers, and investors in entities may now be permissively excluded for affiliation with an excluded entity. Those convicted of a fraud​related felony with regard to any government operated or financed program (other than health care) may be permissively excluded. For the first time, the Act imposes minimum exclusionary periods for those subject to permissive exclusion. Finally, the Act requires the HHS to promulgate regulations describing procedures for issuing advisory opinions, and creates a mechanism for promulgating new safe harbors. 

Miscellaneous program changes will significantly enhance the tools and financing available for prosecuting fraud and abuse. Among these are the Fraud and Abuse Control Program and the Medicare Integrity Program, funded by a trust fund created for this purpose. 

I. Civil Enforcement 
In the civil enforcement arena, the Act enhances government enforcement authority to impose civil money penalties, adds new grounds for seeking money penalties, clarifies what conduct will constitute a civil violation, and provides new incentives for "whistleblowers" to report violations. 

A. Civil "Kickbacks" (Section 231) 

In a provision that appears directed at the same harm the criminal Anti​kickback Act (42 U.S.C. § 1320a​7b(b)) seeks to prevent, Section 231 of the Act authorizes civil penalties for offering or transferring "remuneration"1 to an individual eligible under Medicare, Medicaid, or a state health program if the offeror "knows or should know" that the remuneration is likely to influence the individual's choice of provider, practitioner, or supplier. Unlike the Anti​kickback Act, in which the government must show that the defendant specifically intended to induce referrals, Section 231 authorizes civil penalties without proof of specific intent. 

B. False Claims: Enhanced Penalties/Broadened Scope 

The Act increases the maximum civil penalty for false claims from $2,000 to $10,000 for each item or service. In addition, the Act enhances the assessment in lieu of damages sustained by the government from twice the amount improperly claimed to three times that amount. 

The scope of "improperly filed claims" under Section 1320a​7a(a) is expanded to specifically include patterns of "up​coding," which includes "any person who engages in a pattern or practice of presenting or causing to be presented a claim for an item or service that is based on a code that the person knows or should know will result in a greater payment to the person than the code the person knows or should know is applicable" and claims "for a pattern of medical or other items or services that a person knows or should know are not medically necessary." This amendment makes clear that "up​coding" is a basis for the imposition of civil remedies. However, in conjunction with the changes to the standard of knowledge the government must prove (see infra), a failure to exercise reasonable diligence with a resulting pattern of "up-coding," without a showing of deliberate ignorance or reckless disregard for the actions, is not enough to impose civil remedies. 

C. Knowledge/Civil Action (Section 231) 

In one of the more significant changes, the Act amends the definition of an improperly filed claim under 42 U.S.C. Section 1320a​7a. This change makes the standard of knowledge the government must meet slightly more rigorous. 

Section 231 amends the definition of the offense from "presents" to "knowingly presents," and changes "gives" in Section 1320a​7a(a)(3), with respect to information that is known or should be known to be false or misleading, to "knowingly gives or causes to be given . . . ." The Act also provides a definition of "should know," usually applied by the government in contexts in which the defendant did not actually know the claim was false or improper, but rather that the defendant should have known the claim was false based on surrounding facts and circumstances. Until now, the government had consistently construed "should know" to apply whenever the defendant failed to exercise reasonable diligence. 

The new definition of "should know" is: 

The term "should know" means that a person, with respect to information-- 

(A) acts in deliberate ignorance of the truth or falsity of the information, or 

(B) acts in reckless disregard of the truth or falsity of the information, and no proof of specific intent to defraud is required. 

Thus, the government must now show that the defendant acted at least in reckless disregard or deliberate ignorance of the truth, rather than merely that he or she failed to exercise reasonable diligence. 

D. New Civil Violations/Clarifications 

1. Investment Interests 
The Act extends the civil penalties and assessments imposed under Section 1320a​7a(a) to include a natural person who has previously been excluded from participation in Medicare or Medicaid or a state health care program, but who, at the time of a false claim by an entity, retained "a direct or indirect ownership or controlling interest in [the] entity" or is an "officer or managing employee of such entity."2 In such case, the individual is subject to a penalty of "$10,000 for each day the prohibited relationship occurs after false and misleading information was given [by the entity]." 

2. False Certification/Home Health (Section 232) 

The Act also increases penalties for false certifications for home health services. Under Section 232 of the Act, which amends 42 U.S.C. Section 1320a​7a(b), the civil monetary penalty for a payment by a hospital to a physician as inducement to reduce or limit services is increased from $2,000 to the greater of $5,000 or three times the amount of payments for home health services. Liability is also expanded with a new provision making liable "[a]ny physician who executes a document" to provide home health services to an unqualified individual if the physician knew the individual was unqualified. 

3. Whistleblower Incentives (Section 203) 

Section 203 of the Act directs the Secretary to establish programs to collect information on fraud and abuse and program efficiency from recipients of benefits under the Medicare program. Like the qui tam provisions of the False Claims Act, which provide a right of action for whistleblowers, on behalf of the government, the Act authorizes monetary incentives for informants in the form of payments of portions of amounts collected or portions of program savings to the recipient​informers. These programs will serve to supplement "whistleblower" provisions already in existence by encouraging private individuals to provide information related to fraud, abuse and efficiency. 

4. Other 

The Act increases sanctions available for failure to comply with statutory obligations under 42 U.S.C. Section 1320c​5, requiring providers of health care to assure that the care provided is medically necessary and of high quality. These sanctions are increased from "actual or estimated cost" to "up to $10,000 for each instance." 

II. Criminal Enforcement 

The Act supplies federal prosecutors with several new weapons to pursue health care fraud on a criminal basis. By creating new health care crimes, expanding the government's ability to immediately attack suspected violators through asset freezes, injunctive relief and forfeiture of proceeds of health care fraud, as well as by providing expansive new subpoena power to the Attorney General, the Act adds significant new firepower to the federal prosecutor's already bristling arsenal. 

A. New Criminal Offenses 

1. Scope 

The applicable scope of federal health care sanctions is considerably broadened under amendments made by Section 204 of the Act. These amendments change all references to Medicare and Medicaid or State programs in 42 U.S.C. Section 1320a​7b, formerly titled "Criminal Penalties for Acts Involving Medicare or State Health Care Programs," to "Federal health care programs," defined as "any plan or program that provides health benefits, whether directly or indirectly, through insurance, or otherwise, which is funded directly, in whole or in part, by the United States Government . . . or any State health care program . . . ." Thus, certain criminal, civil, and administrative sanctions under 42 U.S.C. Section 1320a​7b, including the anti​kickback law and exclusion, now apply to all health plans, public or private, regardless of payor, where once they were expressly applicable only to Medicare, Medicaid and state health care programs. 

2. Offenses 

The Act specifically defines certain health care offenses and adds them to Title 18, the criminal code of the United States. These new offenses relate to fraud, theft or embezzlement, false statements, obstruction, and money laundering. All these offenses are applicable to "health care benefit programs" and therefore not limited in applicability to programs where Medicare, Medicaid, or a state health care program is the payor. These new offenses are set forth below.3 

(a). Health Care Fraud (Section 242) 

The Act creates the new offense of "health care fraud." In a provision modeled after the federal mail fraud statute, Section 242 makes it a federal crime to knowingly and willfully execute, or attempt to execute, a scheme or artifice (1) to defraud any health care benefit program; or (2) to obtain, by means of false or fraudulent pretenses, representations, or promises, any of the money or property owned by, or under the custody or control of, any health care benefit program, in connection with the delivery of or payment for health care benefits, items, services. 

Those found guilty of violating this provision are subject to criminal fines and imprisonment of up to 10 years, or both. If the violations result in serious bodily injury, the defendant may be imprisoned up 20 years, and, if the violation results in a patient death, he or she may be imprisoned for life. 

(b). Theft or Embezzlement (Section 243) 

With regard to financial health care crimes, the Act creates a health care theft or embezzlement offense. This provision makes it a crime to: "knowingly and willfully embezzle, steal, or otherwise without authority convert * * * or intentionally misapply any of the moneys, funds, securities, premiums, credits, property, or other assets of a health care benefit program * * *" 

Those convicted of this offense may be fined and imprisoned up to 10 years, or both. If the value of the property stolen or converted is under $100, imprisonment shall not exceed one year. 

(c). False Statements (Section 244) 

The Act also creates a new false statement crime specifically directed at health care matters. This provision makes it a felony offense to knowingly and willfully: (1) falsify, conceal, or cover up by any trick, scheme, or device a material fact; or (2) make any materially false, fictitious, or fraudulent statements or representations, or make or use any materially false writing or document knowing the same to contain any materially false, fictitious, or fraudulent statement or entry, in connection with the delivery or payment for health care benefits, items, or services. If convicted, a defendant may be fined and imprisoned for not more than five years, or both. 

This provision significantly increases prosecutor's ability to prosecute false claims by expansively describing the conduct prohibited. In particular, by making it a crime not only to make a false claim but also to "conceal" a material fact, or to "use any materially false writing or document," this provision could be interpreted to criminalize ostensibly innocent conduct. 

(d). Obstruction of Justice (Section 245) 

The Act creates a new obstruction of justice offense specifically tailored to health care investigations. It makes it a crime to willfully prevent, obstruct, mislead, delay or attempt to prevent, obstruct, mislead, or delay the communication of information or records relating to a violation of a Federal health care offense to a criminal investigator. Violators may be fined and/or imprisoned for up to five years. 

(e). Money Laundering (Section 246) 

Money laundering is also added as a new health care offense. The Act adds a new definition to "specified unlawful activity" under the money laundering statute (18 U.S.C. Section 1956), which provides that the added unlawful activity is "[a]ny act or activity constituting an offense involving a Federal health care offense." 

(f). Forfeiture (Section 249) 

The Act adds asset forfeiture to the federal prosecutor's array of enforcement authority to combat health care fraud. This section provides that: "The court, in imposing sentence on a person convicted of a Federal health care offense, shall order the person to forfeit property, real or personal, that constitutes or is derived, directly or indirectly, from gross proceeds traceable to the commission of the offense." 

(g). Fraudulent Disposition of Assets 

Finally, Section 217 of the Act adds an additional criminal penalty to 42 U.S.C. Section 1320a​7a(a) for the fraudulent disposition of assets in order to obtain Medicaid benefits. This provision makes it illegal to: 

knowingly and willfully dispose of assets * * * in order for an individual to become eligible for medical assistance under a State plan under title XIX, if disposing of the assets results in the imposition of a period of ineligibility for such assistance under section 1917(c). 

(h). Other Amendments 

Section 241 of the Act adds a new section to Chapter 1 of Title 18, U.S.C., entitled "Definitions Relating to Federal Health Care Offense." The new section defines a federal health care offense as a violation or conspiracy to violate Section 669, 1035, 1347, or 1518 of Title 18 and, if the violation or conspiracy to violate relates to a health care benefit program, Section 287, 371, 664, 666, 1001, 1027, 1341, 1343, or 1954 of Title 18. A "health care benefit program" is defined as "any public or private plan or contract, affecting commerce, under which any medical benefit, item, or service is provided to any individual, and includes any individual or entity who is providing a medical benefit, item, or service for which payment may be made under the plan or contract." 

The Act also adds injunctions and asset freezes as tools to combat fraud and abuse. Section 247 of the Act changes 18 U.S.C. Section 1345 to permit the Attorney General to enjoin any act which amounts to "committing or [being] about to commit a Federal health care offense." This section of the Act adds violation of "a Federal health care offense" to "banking law violation" in 18 U.S.C. Section 1345(a)(2), such that the Attorney General may seek an injunction and restraining order to prohibit alienation or disposal of property obtained through either class of offenses. 

B. Anti​Kickback Exception (Section 216) 

In one of the more significant changes, the Act creates a new statutory exception to the Anti​kickback Act. This exception, for certain risk​sharing arrangements, is the first to be added in several years and is significantly broader than the existing safe harbor for managed care arrangements. Specifically, the new exception provides an exception for: 

any remuneration between an organization and an individual or entity providing items or services, or a combination thereof, pursuant to a written agreement between the organization and the individual or entity if the organization is an eligible organization under section 1876 or if the written agreement, through a risk​sharing arrangement, places the individual or the entity at substantial financial risk for the cost or utilization of the items or services thereof, which the individual or entity is obligated to provide. 

This provision directs that standards for applying this exception will be created through a "negotiated rulemaking process." Specifically, it requires the Secretary to consult with the Attorney General and representatives of the hospital, physician, practitioner, and health plan communities and consider the level of risk appropriate to the size and type of arrangement, the frequency of assessment, distribution of incentives, level of capital contribution, and the extent to which the risk​sharing arrangement provides incentives to control the cost and quality of health care services. The target date for publication of the rule is January 1, 1997. 

C. Subpoena Authority 

Section 248 of the Act, entitled "Authorized Investigative Demand Procedures," provides broad new subpoena authority to the Attorney General in investigating federal health care offenses. 

The subpoena may "[require] the production of any records . . . which may be relevant to an authorized law enforcement inquiry . . . ." In addition, the subpoena may require "a custodian of records to give testimony concerning the production and authentication of such records." 

The provision allows the Attorney General to issue subpoenas for records or testimony. It provides that no production of records is required at any place more than 500 miles distant from the place where the subpoena is served and authorizes the Attorney General to invoke the aid of any federal court to enforce the subpoena. Failure to comply may be punished as contempt. In addition, it immunizes from civil liability those who comply in good faith with the summons and produce the requested materials. 

The Act limits usage of subpoenaed health information, providing that health information about individuals disclosed under this section may not be used "against the individual who is the subject of the information unless the action or investigation arises out of and is directly related to receipt of health care or payment for health care or action involving a fraudulent claim related to health [or upon] showing good cause." 

III. Administrative 

A. Mandatory Exclusion (Section 211) 

Current law requires mandatory exclusion from Medicare and Medicaid only if a conviction for health care fraud relates to those programs. Section 211 adds a new basis for mandatory exclusion, requiring exclusion in the case of a felony conviction for health care fraud, even if not related to federal health care programs. This section provides that the Secretary shall exclude: 

Any individual or entity that has been convicted for an offense which occurred after the date of the enactment of [the Act], under Federal or State law, in connection with the delivery of a health care item or services or with respect to any act or omission in a health care program (other than those specifically described in paragraph (1)) operated by or financed in whole or in part by any Federal, State, or local government agency, of a criminal offense consisting of a felony relating to fraud, theft, embezzlement, breach of fiduciary responsibility, or other financial misconduct. 

In addition, Section 211 adds a new basis for mandatory exclusion for those convicted of felony offenses involving controlled substances. This section requires exclusion of any individual or entity that has been convicted for an offense which occurred after the date of the enactment [of the Act], under Federal or State law, of a criminal offense consisting of a felony relating to the unlawful manufacture, distribution, prescription, or dispensing of a controlled substance. 

B. Permissive Exclusion (Sections 212, 213 and 214) 

The Act expands the scope of permissive exclusion under Section 1320a​7(b) to include individuals with ownership or control interests, as well as managing employees and officers, in excluded entities. Under the Act, permissive exclusion now extends to any individual (i) who has a direct or indirect ownership interest or control interest in a sanctioned entity and who knows or should know of the action constituting the basis for the conviction or exclusion or (ii) who is an officer or managing employee of such an entity. 

This provision considerably expands the Secretary's authority to exclude owners and managers of health care organizations and others. Under existing law, such persons could be sanctioned only if they were personally involved in wrongdoing; under the Act, those same owners and managers may be sanctioned if they should have known of the wrongdoing. 

The Act further adopts a minimum exclusionary period for permissive exclusions. This minimum period ranges from one to three years, depending on the basis for the exclusion. 

Finally, the Act proscribes new sanctions relating to peer review organizations and authorizes a one​year minimum period of exclusion for failure to comply with professional standards. 

IV. Miscellaneous 
A. Programs 

The Act directs HHS to establish a Fraud and Abuse Control program (Section 201) and directs the Secretary, acting through the Inspector General of HHS and the Attorney General to establish a program "to coordinate Federal, State, and local law enforcement programs to control fraud and abuse with respect to health plans." This program should facilitate and coordinate "investigations, audits, evaluations, and inspections relating to the delivery of and payment for health care in the United States." Significantly, this program is directed to control fraud and abuse with respect to all private and public health care plans, not merely Medicare and Medicaid. 

In addition, Section 201 requires the Secretary and the Attorney General to issue new regulations relating to the sharing of information among all health care plans and the federal government. It allows the Secretary and Attorney General to grant qualified immunity to all persons providing information to the government under this program in this manner. 

Section 201 establishes a trust, funded by criminal fines, civil penalties, forfeitures, and gifts, designed to fund the Fraud and Abuse Control Program as well as other fraud and abuse control efforts. In addition, the Act increases direct appropriations to the Inspector General and the FBI for enforcement and investigative activities total at least $107 million for FY 1997 and about $241 million for FY 2002. 

The Medicare Integrity Program, established in Section 202 of the Act, is intended "to promote the integrity of the Medicare program by entering into contracts" to review the activities of providers of services and items, audit cost reports, determine whether payments should (or should not) have been made, educate providers and beneficiaries, and develop a list of items of durable medical equipment. Significantly, it allows private entities to contract with HHS to carry out these activities, provided they agree to cooperate with law enforcement agencies as necessary in the investigation and control of fraud and abuse. The Act appropriates about $435 million for this program for FY 1997 from the trust fund established under the Fraud and Abuse program. 

B. HMO Contracts 

The former termination provision in Section 1395mm(i)(1), which provided that the Secretary could terminate any contract with a Medicare HMO "after such reasonable notice and opportunity for hearing to the eligible organization involved as he may provide in regulations" is replaced by Section 215 of the Act. In its place are "Procedures for Imposing Sanctions," which require the Secretary to provide "the organization with the reasonable opportunity to develop and implement a corrective action plan to correct the deficiencies . . . and the organization fails to develop or implement such a plan." The Secretary is also directed to consider aggravating circumstances. Furthermore, there may be "no unreasonable delays between the finding of a deficiency and the imposition of sanctions," and the Secretary must provide the organization with reasonable notice and opportunity for hearing before imposing any sanction or terminating the contract. 

Section 215 of the Act adds several possible sanctions when a Secretary makes a determination, such as nonperformance, et al, of a contract under Section 1395mm(i). These sanctions include civil penalties of not more than $25,000 for each determination where the deficiency has directly adversely affected (or has the substantial likelihood of affecting) an individual covered under the organization's contract, civil penalties of not more than $10,000 per week after the determination during which the deficiency exists, and suspension of enrollment of individuals until the Secretary is satisfied that the determination has been corrected and is not likely to recur. 

C. Safe Harbor Proposals/Advisory Opinions 

Section 205 of the Act requires the Secretary to publish annually in the Federal Register a solicitation for proposals regarding modifications to existing safe harbors, additional safe harbors, advisory opinions, and special fraud alerts. 

In addition to providing broad criteria for modifying and establishing safe harbors, this Section directs the Secretary to establish regulations for procedures to be used in requesting advisory opinions. Parties may request advisory opinions on the following issues: prohibited remuneration; whether an arrangement or proposed arrangement meets one of the exceptions to the Anti​kickback Act or falls within a regulatory safe harbor; and what constitutes an inducement; whether any activity or proposed activity constitutes grounds for the imposition of sanctions under the kickback law, civil monetary penalty law or exclusion provisions. Advisory opinions under this section may not address fair market valuation and classification as a bona fide employee and are binding only on the Secretary and the party requesting the opinion. 

Finally, this section directs the Secretary to investigate all requests for issuance of special fraud alerts and to issue them, if appropriate. 

D. Data Collection 

Section 221 of the Act establishes a national health care fraud and abuse data collection program under the auspices of the Secretary for the reporting of final adverse actions (not including settlements in which there were no findings of liability), including any negative or adverse action by any federal or state agency that is publicly available, against health care providers, suppliers, and practitioners. All government agencies and private health care plans are obligated to report, and no provider of information may be liable in any civil action for the information reported by them without knowledge that the information reported was false. The information collected will be available federal and state government agencies and private health care plans. 

The stated purposes of Sections 261 and 262 are to improve the efficiency and effectiveness of the health care system, especially the Medicare and Medicaid programs, "by encouraging the development of a health information system through the establishment of standards and requirements for the electronic transmission of certain health information." 

This subtitle directs the Secretary to provide standardized and secure means to report and conduct various transactions, including claims, reporting, enrollment, and payments, among others. The subtitle establishes a penalty of $100 for each instance of noncompliance, with a maximum aggregate penalty of $25,000 per year for violation of an individual requirement. 

E. Duplication Disclosure 

Section 274 of the Act is entitled "Duplication and Coordination of Medicare​Related Plans." Generally, this section provides that certain health insurance policies for long​term care, nursing home care, home health care, and community​based care, among others, must disclose prominently in the policy that the policy is not supplemental to Medicare benefits and must pay benefits without regard to benefits paid by Medicare. Criminal and civil monetary penalties are imposed for failure to provide the proper disclosure. 

CONCLUSION 

The Health Insurance Portability and Accountability Act of 1996 provides significant new enforcement authority to federal prosecutors and regulators and promises to improve the government's ability to detect and prosecute health care fraud. While aspects of the Act are favorable to providers, such as the new Anti-kickback Act exception, the heightened standard of knowledge for false claims and the requirement that the Secretary issue advisory opinions, the Act is generally structured to create better​funded and coordinated mechanisms, backed by specific federal felonies and investigative powers, to combat health care fraud and abuse. Providers should immediately familiarize themselves with the Act and recognize that violations in this complex area of the law will be met with ever​increasing scrutiny by better​funded and better​coordinated federal regulators armed with more expansive enforcement authority. 

  

Endnotes 

* Mr. Kenny is an attorney at Kutak Rock who practices in the area of health care fraud litigation. Kevin Hartzell, also an attorney at Kutak Rock, assisted in preparing this summary. 

1 The term "remuneration" in this provision does not include waivers of coinsurance or deductibles for preventive care or waivers that are within specific, narrow criteria. The Conference Report indicates that the definition of remuneration is not intended to include items of nominal value, such as refreshments or complimentary local transportation. 

2 Officers, managing employees, and investors of an excluded entity are now subject to individual, permissive exclusion under 42 U.S.C. Section 1320a-7b. See infra. 

3 Under Section 204 of the Act, a "Federal health care program" is "any plan or program that provides health benefits, whether directly, through insurance, or otherwise, which is funded directly, in whole or in part, by the United States Government (other than the health insurance program under chapter 89 of title 5, United States Code)" or "any State health care program," as defined in 42 U.S.C. Section 1320a-7h. The definition of a State health care program remains unchanged. Generally, Section 231 of the Act broadens the applicability of 42 U.S.C. Section 1320a-7a ("Civil Monetary Penalties") by changing references to Medicare and Medicaid to "Federal health care programs (as defined in section 1128B(f)(1))." 

Notably, Section 231 adds a new paragraph to 42 U.S.C. Section 1320a-7a that permits the Secretary or Administrator of any department or agency with jurisdiction over any federal health care program to include in any action pursuant to Section 1320a-7a any claims within the jurisdiction of other federal departments or agencies if the following conditions are satisfied: "(1) The case involves primarily claims submitted to the Federal health care programs of the department or agency initiating the action, and (2) the department or agency initiating the action gives notice and an opportunity to participate to the department or agency with primary jurisdiction over the Federal health care programs to which the claims were submitted." 

